USER MANUAL ON DIGITAL SIGNATURE
`
Operating System: 
i. Windows 7 – must have .NET installed
ii. Windows 7 above – fully compatible
iii. Any OS other than Windows, NOT compatible with current scenario.

Pre-requisite:
	i. BCC CA Client software 
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	ii. Web browsing application  
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Major activities are as follows:
1. Offline software installation
a. Download necessary software
b. Install BCC CA Client
2. Online registration & digital certification process
a. Online registration
b. Profile update
c. Online enrollment
d. Key pair generation
e. Payment procedure
f. Download certificate





















Pre-requisite:  BCC CA Client software should be installed in the machine.


1. Offline software installation
1.1. To download all necessary software please visit BCC-CA’s official website as following
[image: ]www.bcc-ca.gov.bd

1.2. Go to “Repository  Downloads”, it will look like as below image, click on “Download Button right of BCC CA Client”.
[image: ]
1.3. [image: ][image: ]Now we’ll install and launch BCC CA Client by “Run as Administrator” clicking on the file as named.
 






1.4. After complete installation we’ve to launch this client application.
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2.Registration Process :
Visit the link https://www.bcc-ca.gov.bd/Login 
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2.1 Click on ‘Registration’ and fill up the form with appropriate information
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2.2 After completed the registration, you need to log on for enrollment. Use your email ID and password provided during registration.
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2.3 After Log On, screen will be viewed as below :

2.4  Before doing Enrollment, profile should be updated. Please click on ‘Update Profile’.
Click on ‘Edit’ from updating your profile.
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2.5 Enrollment
For enrollment, please click on new enrollment button
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Please fill up the form carefully and remember the following important issues :
Class Type : Class 2
Certificate Purpose : Organization
Service Type : SSL Client
Keystore Type : Windows Store
Identity Type : National ID (NID)
Identity : NID number
Please remember your ‘Challenge Phrase’ which you will put on here. 
Additional Info:  Type of organization: Government/anyone available there.
Upload address :  Upload scan copy of your official ID Card.
Identity proof: Upload scan copy of your National ID card
After giving required information, click submit button to complete the enrollment.














2.6 After completion of enrollment, you will get ‘Generate PK’ option in your profile as like below Clcik Yes to generate key pair. After clicking “Generate PK” you’ll be requested to input “Passphrase” as Section 2.5 to complete the download process.
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2.7 Provide Challenge Passphrase which you set at 2.5.
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2.8 Click on Payment to complete your payment. 
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[image: ]2.9 Choose Payment method. If You choose BCC Promo Code. Please contact with BCC CA Team for the “PROMO CODE”.





2.10 Please provide your transaction Number/ Promo Code as validation number here. A “Transaction/Validation Number” will be provided by the authority for completing the session. Later need to click on “Submit” to complete the payment procedure.
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Waiting for RA/VA approval from BCC-CA.
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2.11 After being reviewed/approved from RA and VA of BCC-CA, it will be ready to download certificate. Now we can click on “Download” and complete the enrollment process. After clicking “Download” you’ll be requested to input “Passphrase” as Section 2.5 and to complete the download process.
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Certificate Successfully Installed in Windows Keystore.  





14 | Page

image3.png




image4.png
A] Home x 4+ - o X

<« C @ bcccagovbd 0

Home About+ Services~  Repos
Certifying Authority (BCC-CA)
=

) Digital Certificate SSL Certificate ) Cryptographic Token

1al and organizations ac g to CCA guideline. logins, and more recently is becoming the e certificates through USB se ens.





image5.png
Login | Regstration

Bangladesh Computer Council

Home About~ Services~ Repository v Media v  Support~
Certifying Authority (BCC-CA)
-
& DOWNLOADS Search Certificate ne > Downloads
(WO Documents  knowledge Base  CACertificates  PKI Token Driver
50 v records Search:
Name Details Modified At |5 Download
Police Support To resolve BCC CA Client and LSS Problem 31-Aug-2021 02:52 PM Download
Police Training Materials Police Training Materials 24un-202111:16 AM Download
PDF Signer Using this software you can easily sign any pdf document. 29-0ct-2019 04:37 PM Download

Showing 1 to 4 of 4 entries




image6.png
[1] © 1 = | Police Training -

I - e e o

" s N
cut New item Open HH select all
U X a | B
%l Copy path £ Easy access - Edit Select none
Pinto Quick Copy  Paste " Move Copy  Delete Rename — New Properties

access JeERemen | st B folder B

loHistory o Invert selection

Clipboard Organize New Open Select

« © 4 1 > ThisPC > Downloads > Police Training > Police Training > v

A Name Date modified Type Size

s Quick access
m Desktop
‘s Downloads

' Safenet Backup 11/18/2019 438 PM  File folder

3 BCC CA Client 6/26/201912:52PM  Application 5482 KB
£ CA User Manual 7/9/2019 145PM  PDF File 1,807 KB
Diss 6/11/20196:15PM  Application 6158 KB
= Pictures ¥ pdf signer 2/13/20194:32PM  Application 15,420 KB
101, *fEE Y SRBIEH SR STERT

~ New Volume (G)

. Police Week-2020-MENU-MS & PPT

15 Documents

1 SIResult Presentation
@ OneDrive

= This PC

s 3D Objects

@ Autodesk 360

m Desktop

5 Documents

'+ Downloads

B Music

. PHQ Common (192.168.1.16
= Pictures

'8 Videos

< Windows ()

~ RECOVERY (D)
~ New Volume (F)
~ New Volume (G)

- New Volume (H) v

5 items [E=

34 PM

11/19/2019 LS5





image7.png
3 BecCaClient 1.0.0.0 Setup -

Installation Completed

BecCaClent 1.0,

0 has been installed on your computer.





image8.png
<« c @ ) @ https://www.bce-cagovhbd/account/login,sp
/] Bangladesh computer Council
Certifying Authority (BCC-CA)
==
& LOGIN

Email* | Emal

Password * ord

I'm not a robot

Forget Password?

reCAPTCHA
ey Tems

¢ n @ ®

Login | Registration

Home About~ Services~ Repository~ Media~ Support

Home > Login

Create New Account

Ifyou are a new user, please read this
document.

Registration





image9.png
«

BCC-CA| Register

c @

& https;//www.bcc-ca.gov.bd/account/register.jsp.

(W] Bangladesh Computer Council
Certifying Authority (BCC-CA)

==
& REGISTRATION

* marked fisss are mandatory

Firstame =

LastName

Country*  Bangladesh

Nationsiisy *

Mobile Number = Ml 4880 «

Emaits | Emailas usermame
Pasmworat | Pass
Confirm password = | Confirm Pass
”~
Im ot robot

Home

About

Services = Reposicory

Media = Support =

Home > Registration

Login in your existing Account

1you nave an account

Login

n @ ®




image10.png
<« c @ ) @ https://www.bce-ca.gov.bd/account/loginjsp 3 n @ ®
Login | Regstration -
Bangladesh C iter C il
/| Bangladesh Computer Counci Home About~ Services~ Repository + Media~  Support ~
Certifying Authority (BCC-CA)
==
&LOGIN Home > Login

Create New Account

Email

Ifyou are a new user, please read this

document.
Password *

Registration

I'm not a robot
reCAPTCHA
ey Tems

Forget Password?





image11.png
BCC-CA User manual pdf - PDF Complete
File Edt View Toos Hep

& B e X[ Q@ = -QCI®OF » |@

PDF Complete Version 5 has been a long time in coming, but it is almost ready. Purchase now and get a free upgrade to COMING SOON
Version 5.

]

[
T

Edit, Scan, Organize, Arrange Your PDF documents.

P m

Purchase Office Edition Now for $59. Get a Free Upgrade to Office Edi
else. He needs to click the ‘Update Profile’ button -
6 vy % | O ot x| @ Mchlime x | G bt X | G gt % | [ ombctiec x | @ Somhrmie | D) so0Ra-Goo x| + c
< > ¢ O * @

N A S Home About~ Senices = Repostory~  Media - Suppert -

Certying Authrity (BCC-CA)
==
Home » Enrollments
- e - , semcn
JRSv——
Type Commonname || status [ ] Downiosd Form
N 07 ‘Personal Email MPKIRADO3 Centificate
— Ceso NPKRADDS s Ready
— Organization Mahdi2 Centificate riber CA
| depetcation Shesdy :
Casso
Gasso

Showing 103 o 3 enies

(@]
i,




image12.png
S8

G




image13.png




image130.png
it

S




image14.png
b +

@ & https://www.bce-ca.gov.bd/Profile?action=getProfile @ n @ e =
Bangladesh Computer Council ~
Certifying Authority (BCC-CA) Home About~ Services~ Repository + Media~  Support ~
==
@ Home

Profile of Mir Mohammad Nahidulhasan

Photo/Profile

@ New Enroliment

picture *
@ 8ills and Payments
@ Requestfor
Revocation
First Name: Mir Mohammad
@ Revoked Certificates
Last Name: Nahidulhasan
@ View Profile
Email: nahidulhasan@bcc.gov.bd
@ Update Password
Father's Name: Sheik Taifunnahar
Mother's Nam Mir Md Jamal uddin
Date of Birth :
Gender: Male
Country:: BD
Nationality:: Bangladeshi

Mobile No: 01911544535




image16.png




image15.png
Heme

5ils & Paymenss

Revake Cersficate

Revzestion Ut

Update rofie

Update Password

o
Keystore Type = (merscara

Organizatizn/Campany

Depariment *
Ciryiswics =
Postal Cose *

Oivision neme

Country = [ Bangiagesn

ldentity Type = National Identity Number{NID) v
IdentityNo. =

passphrase *

Alphanumeri characters only (Minimum siz2-9)

e Abaul

e Karim

egacc

&5 Account Deparment

e Dhaka

g 1000

.8:NID, Passport No, BRN, TIV

e 19912308878 1234

This unique phrase pratecis you
action on your Digial ID and sho
with anyone. Do notlose ¢! It





image17.png
Subject Atematve | naniduhasan@bec govbd
Name +

Chalienge Phrase

Additional Info

TypeorOrgsnizaten [ aovernment

Oerivate Limitea

Ooters

Housenvilage *

Prans Numbar

Uploagprootor [ ygiey st
saress

Deank pass ook
[ Rentat agreemen:
Uplosdprastor [y

idensty
Ovar cersficate

Oincorporate:
Certfcate

Your email e g test@cest.com

“This unique phrase protects you against unauthorized
action on your Digita D and should not be shared with
anyone. Do notlose i It i required require o revoke ant
renew your Digical ID.

Dhusiic Limitea

Oeroprietorship

Rosa/Eloci/Section

PostOffice

O authorisation Lerer
Orade ticence.

Oparnership dees




image18.png
BCC-CA | Enrollments By +

<« c @ 9 ¢ In @ ®
Welcome nahidulhasan@bccgovbd | Account | Logout
Bangladesh Computer Council
/| Bangladesh Computer Counci Home About~ Services~ Repository~ Media~ Support
Certifying Authority (BCC-CA)
==

Success! Enrollment Information s submitted successfully. Please Generate Private-Public key pair in your local machine. You will be notified when Verifying Authority(VA) verifies your application.

Home > Enroliments

@ Home 10 [v]recoras v search:
@ New Enroliment Serial No Type Common name Action Download Form
@ Bilsand Payments 44002 Personal Email Class 2 Mir Mohammad Nahidulhasan
Subscribe
@ Requestfor
Revocation @
CccA
@ Revoked Certificates
@ View Profile 42014 ‘Organization Class Two Test N/A Subscribe
Identification Class 2
@ Update Password A
CCA

42013 Organization Mir Mohammad Nahidulhasan Subscribe
Identification Class 2

cA




image19.png
A| Enrollments

(©)-ca





image20.png




image21.png
Congratulations! Key generated s





image22.png
«

BCC-CA | Enrollments By +

c @

/| Bangladesh computer Council
Certifying Authority (BCC-CA)

==

Home > Enroliments

o Home 10 [V recores
@ New Enrollment serial No Type

@ Bilsand Payments 44002 Personal Email Class 2
o Requestfor

Revocation

@ Revoked Certificates

@ View profile 22014 Organization
Identification Class 2
@ Update Password
22013 Organization
Identification Class 2

49011 Oreanization

9

¢ n @ ®

Welcome nahidulhasan@bccgovbd | Account | Logout

Home About~ Services~ Repository «

Common name

Mir Mohammad Nahidulhasan

Class Two Test

Mir Mohammad Nahidulhasan

Nahidulhasan Mir Mohammad

Action

N/A

Download Renew

N/A

Search:

Media ~  Support ~

Download Form

Subscribe
cA

cca

Subscribe
cA

cca

Subscribe
cA

cca





image23.png
==

Home > Bill

@ Home

@ New Enrollment
@ Bills & Payments
@ New CRLrequest
@ CriList

@ Update Profile

@ Update Password

Bangladesh Computer Council
Certifying Authority (BCC-CA)

‘Customer name
Email
Mobile no
city
Postcode

Country

Home

Customer Details
Test Police
test123@gmail.com
1833-303728
Dhaka
1207

BD

About ~

Services +  Repository v Media ~  Support

Bill Details (# 31013

Subtotal 500.0 Taka

VAT 0.0B8DT

Total 500.0 Taka
Pay with




image24.png
==

Home > Bill

@ Home

@ New Enrollment
@ Bills & Payments
@ New CRLrequest
@ CriList

@ Update Profile

@ Update Password

Bangladesh Computer Council
Certifying Authority (BCC-CA)

Serial No *

Amount *

Validation Code *

Description

Home About~ Services v  Repository «

59018

500.0

Please contact BCC-CA to know more details.

any details e.g. bank name, branch, transaction id, date efc

Cancel

Media




image25.png
«

BCC-CA | Enrollments By +

c @

& https;//www.bcc-ca.gov.bd/Profile

SR+ n @ ®

Welcome nahidulhasan@bccgovbd | Account | Logout

/| Bangladesh computer Council . § .
Home About~ Services~ Repository~ Media~ Support
Certifying Authority (BCC-CA)
==

Success! Payment is done successfully. approval for your payment

Home > Enroliments

@ Home 10 [v]recoras v search:

@ New Enroliment Serial No Type Common name Action Download Form

@ Bills and Payments

44002 Personal Email Class 2 Mir Mohammad Nahidulhasan N/A Subscribe

@ Requestfor

Revocation @
CCA

@ Revoked Certificates

@ View Profile 42014 ‘Organization Class Two Test N/A Subscribe

Identification Class 2

@ Update Password A

CCA

42013 Organization Mir Mohammad Nahidulhasan Subscribe
Identification Class 2

cA





image26.png
Bangladesh Computer Council
Certifying Authority (BCC-CA)

==

Home > Enroliments

@ Home 10 v records
& New Enrollment SerlalNo 1§ Type
@ Bils & Payments 61224 Personal Identification Class 0
& Revoke Certificate
& Revocation List
61220 Organization Identification
© Update Profile Class 2
o Update Password 61147 Organization SSL Client
Authentication Class 0
61131 Personal Email Class 0

Home  About ~

Common name

Mir Mohammad Nahidulhasan

Mir Mohammad Nahidulhasan

Mir Mohammad Nahidulhasan

Mir Mohammad Nahidulhasan

Services +  Repository v Media ~  Support

Current Status.

Certificate Issued

Payment
Completed

Generate Key Pair

Certificate Issued

Search:

Action

Install

Download Form

Download Form

Generate PK

Download Form

Install

Download Form




image1.png
3 BecCaClient 1.0.0.0 Setup -

Welcome to BccCaClient Setup

“This wil install BecCaClient 1.0.0.0 on your computer.
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